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Proposed Guidelines for Cash Logistics
companies in India

Background

The Cash Logistics Industry deals with the physical movement and storage of currency notes and other
valuables on behalf of the banks.

This sector employs about 40,000 individuals and caters to approximately 80,000 ATMs for cash
replenishment services. There are about 6,000 cash vans that operate across the country and carry
approximately INR 15,000 crore of cash every day. This Industry also holds approximately 4,000 crore
of cash overnight in their vaults on behalf of the banks.

The services offered by this Industry to the banking sector include:

e Secured cash transportation from Currency Chest to bank branches

e ATM replenishment

e  First line maintenance of ATMs

e Door step banking solutions — Cash / Instruments pickup and delivery

e Movement of bullion and coins

e Cash processing including counterfeit verification, counting, sorting and packaging
e Overnight vaulting of cash and bullion

The Challenges faced

A few years ago, the Department of Banking Operations and Development (DBOD) of the Reserve
Bank of India (RBI) issued a circular to all banks giving guidelines to be followed by them with regard
to the outsourcing of their activities to third party agencies. But somehow cash related activities did
not find a place in the circular. This has created a situation where public money is at risk due to the
following reasons:

Varied standards/compromises adopted by different Cash Logistics companies
Delays in reconciliation and dispute management

No direct contact with the concerned bank during Cash Transfer Operation
Mushrooming of new entrants without any credible financial net worth
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5. Lack of a roadmap on required process improvements or technology intervention (electronic
locks etc.) that meets global standards

The issue at hand

Based on the Budget announcement made by the Honourable Finance Minister, it is expected that the
number of ATMs in the country will double to 2 lakhs in the next two years. With such a huge
magnitude of operations to open up in future, it is absolutely necessary to have strict procedures and
processes for the cash logistics companies, along with the required infrastructure to carry out the
operations. The cash handled, transported and stored by the cash logistics companies is public money
and everyone associated has to ensure that these activities are carried out in a manner that is not
detrimental to the interest of the public / depositors. Therefore, we are of the view that all those who
are engaged in providing such services should follow strict prescribed standards related to premises,
security arrangements, security vans, proper selection of staff, training facility etc. This could be
achieved only if the RBI issues guidelines and makes it mandatory for the banks to follow such
standards during outsourcing of cash logistics facility to any third party.

Proposed Standards/ Guidelines for Cash Logistics organisations in India

Following are the proposed standards that the cash logistics companies should follow:

1. Premises
Location: The area should be closer to withdrawal centres; police stations; or areas with good
connectivity in order to ensure security.

Vault: The premises should be sufficiently sized to include 2 physically independent areas:

e Cash processing/handling zone: This zone should accommodate space for cash
deposit, collection, sorting, counting and delivery/dispatch of cash on secured
vehicles.

e Cash Vault: A secure area to store cash. The area should be as per RBI C class vault
norms.

Security: The premises should have all the basic security facilities like:
e 24x7 electronic (CCTV) surveillance and monitoring by armed guards

e Cash processing and vault areas should have restricted and controlled access,
preferably through interlocking systems and frisking. Vault operations should always
be under dual custody.

e Main vault area should adhere to all safety norms like fire fighting systems, smoke
detection systems, emergency lighting, control room for monitoring the movement of
vehicles, auto-dialer, hotline connections to the nearest police station and burglar
security systems.
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Office space: Proper workspace for the staff of the branch should be made available to attend
to the day to day work.

2. Security Van

Layout: Typical van layout should conform to the following standards:

Make : LMV (Light Motor Vehicle) or any other vehicle of similar type.

Van should have 3 independent compartments. The compartment for storing cash to
be physically separated and locked from the other compartments.

Security: Vehicles should adhere to the following minimum security guidelines to ensure safe

passage of cash and other valuables:

Monitoring: Each van should be monitored at all time through a communications
protocol. The van should have a GPS installed and also the controlling technology for
immobilizing the van whenever required.

Cash Security: The cash compartment must be specially reinforced with steel, with
only one door and should be inaccessible from outside the van unless operated
internally by the custodians through levers/controls. Each of the cash boxes must be
secured to the floor with separate chains and should have 2 padlocks that can be
opened or locked only by using separate keys available with different custodians. Cash
for each bank should be carried in a separate box with the name of the bank written
on it.

Incident security: Vans should be equipped with hooters, fire extinguishers etc for
quick reaction in case of an attack.

Armed security guards/Gunmen: One or more armed guard depending on the
amount of cash carried and as per individual company’s insurance guidelines/ client
contract.

Minimum cash carrying guideline: Security vans should compulsorily be deployed for
carrying cash of value more than Rs. 20 lakhs per trip.

Maximum cash carrying guideline: Security vans should not carry more than Rs. 5
crores per trip.

3. Size of the crew for the security van

Driver —1
Armed Security guards — 1 or 2 depending on cash carrying limit.
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e ATM Officer / Custodians — 2

4. Weapons

¢ Single/double barrel guns to be used under valid licenses.
5. Recruitment of Operational staff: In order to minimize loss due to fidelity/employee errors and
also improve quality of operations, the below guidelines should be followed during recruitment of

guards for cash logistics operations:

e  Minimum wages: All employees on company’s/vendor’s payroll should comply with
minimum wage, PF, ESIC norms as applicable based on their skill levels.

¢ Antecedent check: The employee credentials should be checked before selection. Pre-
recruitment formalities should include Police verification of the employee.

6. Training Facilities
e Training facilities for imparting necessary trainings for all categories of staff should be
setup. Compulsory induction training of 80 hours should be imparted as a combination
of class room training and on-field training. Refresher training should be conducted once
every year.

7. Risk Mitigation: The following functions are essential for risk mitigation:

e Audit: Quarterly audit of all assets as well as internal operational processes and
protocols. Audit should exist as an independent function within the organization.

e Security: To comply by all, proactive/reactive security measures.

¢ Insurance: Companies should be insured to cover peak cash in transit, fidelity and cash
in vault limits.
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