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This paper is intended solely for discussion purpose and should not be used, 
circulated, quoted or otherwise referred to for any other purpose, nor included or 
referred to in whole or in part in any document without our prior written consent. 
While all efforts have been made to ensure the accuracy of information contained 
in this document, it does not purport to contain all the information required within 
the paper. We disclaim any liability regarding under any law, statute, rules or 
regulations as to the accuracy or completeness of this document.
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‘‘During 2019, India’s macroeconomic risks moved into sharper focus. 
Financial market volatility increased and the headwinds facing Indian 
economy intensified. Growth of the Indian economy moderated in 
2018-19 with a growth of 6.8 %, slightly lower than 7.2 % in 2017-18. 
Yet, India continued to be the fastest growing major economy in the 
world. To achieve the objective of becoming a USD 5 trillion economy 
by 2024-25, as laid down by the Hon’ble Prime Minister, India needs to 
sustain a real GDP growth rate in near double digits.  

Smart Border Management will contribute to country’s target of a USD 
5-trillion economy with a larger focus on Make in India opportunity 
and once delivered, its success will contribute to national prosperity 
across the sectors. There is a strong correlation between Security and 
Economic Competitiveness of the Country and for this we need secure 
borders. More open but secure borders of a nation (Land, Maritime, 
Airports and Cyber) will lead to higher volume of trade and travellers 
flowing through it.  Furthermore, it will lead to economic prosperity 
and continued growth in this Global Village, where most of us seek 
Peace & Prosperity.  

In recent years, India has increased its focus to leverage technology-
oriented response to secure its borders against terrorist incursions, 
which includes projects such as Comprehensive Integrated Border 
Management Solution. Such initiatives will further provide various 
opportunities to Indian companies, especially start-ups as well as to 
foreign companies under Make-in-India initiative. 

This report explores how Indian Government could address Smart 
Border Management related challenges which is impacting the 
country’s economy. I hope the report offers important and useful 
insights for policy makers, border guarding forces and other 
stakeholders.

Rahul Chaudhry

Chair- 
FICCI Committee on Homeland Security

Foreword
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‘‘A nation with secure and well managed borders encourages trade and 
investment in the country, thereby contributing towards economic 
growth and citizens’ prosperity. India, the fifth largest economy in 
the world by nominal GDP, is located at a strategic position in the 
South-Asia region and controls the northern region of the Indian 
ocean with an exclusive economic zone of more than two million sq. 
km. The government has recently announced its vision to be a US$5 
trillion economy by 2024-25. India’s growing economic status and 
participation at world stage have made it a focal point of modern geo-
politics. Thus, border management as a matter of national security as 
well as from the perspective of trade facilitation is a key focus area for 
the government.

Smart border management, in the context of large and complex 
borders like India’s, calls for a balanced use of humans and technology 
to facilitate the movement of people and goods across borders, 
while controlling and preventing malicious acts such as infiltration, 
cross-border terrorism, illegal immigration and smuggling. It entails 
a coordinated and focused approach by the country’s leadership, 
bureaucrats, security agencies and economic agencies of the nation. 

In the wake of heinous terrorist attacks in the last decade, the 
government has taken several measures to strengthen security at both 
land and coastal borders. Due to coordinated efforts of our border 
guarding forces, central and state governments, the overall border 
security is much stronger than before. However, our discussions with 
the industry as well as other stakeholders suggest that more efforts 
are required to address the pending or emerging concerns that 
are bottlenecks in the country’s vision of becoming a US$5 trillion 
economy. 

This report highlights the various initiatives undertaken by the 
government as well as the challenges that need attention, especially 
about the efforts required to build indigenous manufacturing and 
research and development (R&D) capabilities in the border security 
domain.

We would like to thank FICCI for giving us an opportunity to present 
this report and we hope you find it insightful.

Akshya Singhal

Partner,  
Advisory Services EY

Preface
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1 Ministry of Home Affairs (MHA), GoI (www.mha.gov.in)

Border management is a point of focus for the 
Government of India, considering India’s strategic geo-
location, its economic status on the world stage and 
the challenges present on our frontiers. The country’s 
large land border of around 15,106.7 km is shared 
with Bangladesh, China, Pakistan, Nepal, Myanmar and 
Bhutan, as well as a small portion with Afghanistan1. It 
encompasses varied terrain — deserts, glaciers, lakes, 
rivers, snow-covered peaks, swampy marshes, fertile 
lands, and tropical jungles — making it one of the world’s 
most complex borders. In addition to the unique and 
varying terrain related conditions, extreme climates, geo-
politics and military relations with neighbors exacerbate 
the challenges for border security, which are already 
vulnerable to insurgency, smuggling and illegal migration.

The land borders in India are demarcated as follows: 

• • International Border Line (IBL): IBL is the 
demarcation that has been agreed upon and ratified 
by both neighboring countries and has been accepted 
by the rest of the world. 

• • Line of Control (LoC): LoC is the de facto border that 
separates Pakistan-occupied Kashmir from India’s 

Border management is a security function requiring 
cooperation and rigorous action by different 
governmental agencies. The purpose of border 
management is to secure our borders and shield the 
nation from menaces associated with the movement of 
goods and people across our frontiers through land, sea 
and air. 

Border management encompasses multiple aspects 
and may include, but is not limited to, the regulation of 

state of Jammu & Kashmir. Originally known as the 
Cease-fire Line, it was renamed the Line of Control 
following the Shimla Agreement, which was signed on 
3 July 1972. 

• • Line of Actual Control (LAC): LAC is the boundary 
that separates Indian-held lands from Chinese-
controlled territory. The disputed and unsettled 
nature of our boundaries (both land and maritime) 
has made their security much more difficult.

India also has a coastline of 7,516.6 km including island 
territories which includes 5,422.6 km of coastline on the 
mainland and 2,094 km of coastline on the islands. The 
coastline touches nine states and four union territories 
(UT). The nine coastal states are Gujarat, Maharashtra, 
Goa, Karnataka, Kerala, Tamil Nadu, Andhra Pradesh, 
Odisha and West Bengal and the UTs are Andaman and 
Nicobar Islands, Daman and Diu, Lakshadweep Islands and 
Puducherry.

In case of the coastal border line, the territorial boundary 
is defined up to 12 nautical miles. This zone is India’s 
sovereign territory and other countries need to take 
permission from India to enter this area. In continuation to 
this zone is the contiguous zone or the zone of hot pursuit 
which extends up to 24 nautical miles. Infringement of 
customs, sanitary, immigration and fiscal regulations in 
this zone can attract punishment. 

The exclusive economic zone (EEZ) extends from the 
outer limit of India’s territorial sea up to 200 nautical 
miles. Coastal states hold the right to natural resources 
and economic resources like minerals, oil and fisheries in 
this zone. Ships of other countries can pass through this 
zone if they do not pose a threat to the coastal state. The 
rights and responsibilities of a nation with respect to their 
use of the world’s oceans and resources are governed by 
the United Nations Convention for the Law of the  
Sea (UNCLOS). 

legal and illegal immigration, enabling safe and secure 
movement of authorized individuals and goods and 
the prevention of human trafficking, infiltration and 
smuggling. Border management is an integral part of 
security and demands proactive intelligence, inclusion of 
technological advancements and coordinated action by 
bureaucrats, economic agencies, security personnel and 
other related stakeholders of the nation to safeguard our 
borders against any threat.

Name of the country Length of the border (km)

Bangladesh 4,096.7

China 3,488

Pakistan 3,323

Nepal 1,751

Myanmar 1,643

Bhutan 699

Afghanistan 106

Total 15,106.7

1.1.  Border management function

Source: Ministry of Home Affairs, GoI

Smart border management10



Key stakeholders involved in border management are depicted below:

1.1.1.Key stakeholders 

Key stakeholders

Ministry of Home 
Affairs (MHA), GoI

• • Assam Riffles (AF) 
• • Border Security Force (BSF) 
• • Indo-Tibetan Border Police Force (ITBP) 
• • National Committee for Strengthening Maritime and Coastal Security (NCSMCS) 
• • Sashastra Seema Bal (SSB) 
• • Other organizations under the MHA such as Bureau of Police Research and 

Development (BPR&D)
• • Central Marine Police Force (CMPF): To be created 
• • National Marine Police Training Institute (MPTI): To be established

Ministry of Defence 
(MoD), GoI

• • Indian Air Force
• • Indian Army
• • Indian Navy
• • Indian Coast Guard

Ministry of External 
Affairs (MEA), GoI

• • Boundary Cell
• • Other departments

Ministry of Road 
Transport & 
Highways, GoI

• • Border Roads Organisation (BRO)
• • National Highways Authority of India (NHAI)
• • National Highways and Infrastructure Development Corporation Ltd (NHIDCL)

Ministry of 
Shipping, GoI

• • Ports
• • Shipping wing

Ministry of 
Communications 
and Information 
Technology

• • Department of Telecommunications

Border State 
Governments & 
Island Territories of 
India

• • State Marine Police 
• • State Marine Home Guards (e.g., Tamil Nadu) 
• • State Border Organisation (e.g., Assam Police Border Organisation) 
• • State Coastal Security Committees 
• • District Coastal Security Committees 
• • Coastal Police Stations

Intelligence 
agencies

• • National Technical Research Organisation 
• • Research and Analysis Wing 
• • Intelligence Bureau 
• • Narcotics Control Bureau 
• • Directorate of Revenue Intelligence 
• • Defence Intelligence Agency 
• • Directorate of Navy Intelligence 
• • State level intelligence agencies

Smart border management 11
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Key stakeholders

Research & 
Development (R&D)

• • Indian Space Research Organisation (ISRO) 

• • Defence Research & Development Organisation (DRDO) 

• • National Centre of Excellence in Technology for Internal Security (NCETIS), Indian 
Institute of Technology (IIT) Bombay

Trade and 
commerce

• • Land Ports Authority of India (LPAI), Ministry of Home Affairs 

• • Central Board of Excise & Customs (CBEC), Ministry of Finance 

• • Border Haats in North Eastern Region

Industry (Indian and 
foreign)

• • Border security solution providers 

• • Infrastructure companies 

• • Shipping and shipbuilding industry 

• • Exporters/ Importers 

• • Other companies

Border population • • Associations 

• • Non-government organizations (NGOs) 

• • Panchayats

Other stakeholders • • Think tanks such as India Foundation, Vivekananda International Foundation 

• • Apex industry bodies like FICCI 

• • Media 

• • Others

Source: FICCI research

In pursuance of the group of ministers recommendations on 
border management, the Department of Border Management 
(DoBM) was created in the MHA in January 2004 to pay 
focused attention to the issues relating to management 
of international land and coastal borders, strengthening 
of border policing and guarding, creation of infrastructure 
like roads, fencing and floodlighting on the borders and the 
implementation of Border Area Development Programme. 
With the course of time, the DoBM has also been given the 
responsibility of construction of 13 integrated check posts 
(ICPs) along the international borders.

The functions/ responsibilities of DoBM inter-alia includes the 
following:

• • All matters relating to management of land borders 
(excluding LOC in J&K sector). 

• • All matters relating to coastal borders including island 
territories of Andaman & Nicobar and Lakshadweep, etc. 

• • Matters relating to fencing and floodlighting of Indo-
Bangladesh and Indo-Pak borders. 

• • Strengthening of border policing, surveillance and 
patrolling in all land and coastal borders. 

• • Creation of infrastructure including construction 
of motorable roads, provision of communication 
facilities, etc. in the border belt. 

• • Creation of infrastructure in coastal belt. 

• • Analysis of intelligence reports and sharing of 
actionable intelligence with concerned agencies 
relating to international borders. 

• • MHA’s input about demarcation of international 
borders. 

• • Compose strategy defining complementary roles 
of state governments and of the center in border 
management. 

• • All matters relating to implementation of Border Area 
Development Programme. 

• • Development of ICPs on the land borders of the 
country including setting up of LPAI.

1.1.2. Role of the MHA

Smart border management12



Border management by the MHA can be categorized 
into two essential processes: a) Deployment of border 
guarding forces; b) Development of border areas, which 
are entrusted upon the two divisions of the DoBM2: 

a) Border Management-I (BM-I) Division: BM-I Division 
deals with issues relating to strengthening of international 
land borders, their policing and guarding which 
encompasses management of land borders by creating 
and improving infrastructure work like border fencing, 
border roads, border floodlighting and Border Out Posts 
(BOPs) of border guarding forces along the Indo-Pakistan, 
Indo-Bangladesh, Indo-China, Indo-Nepal, Indo-Bhutan 
and Indo-Myanmar borders. BM-I Division also deals with 
matters related to Empowered Committee on Border 
Infrastructure (ECBI).

b) Border Management-II (BM-II) Division: BM-II 
Division deals with matters relating to the Border Area 

The Government of India is committed to ensuring the 
safety and security of its citizens, residents, investors, 
visitors and the associated entities from cross-border 
threats and illegal activities. Border management 
and security is one of the essential elements of this 
commitment and the Government of India has taken 
several steps to ensure secure and non-porous borders 
of our country. The security and surveillance of a 
border region, due to its size and complexity, is heavily 
dependent on the Area of Interest (AoI). The AoI is under 
24x7 vigilance of security forces, using both personnel 
and equipment to ensure a continuous and effective 
watch over the area. The government has taken several 
initiatives to enhance the border security. Key such 
initiatives are listed below: 

1.2.  Government’s initiatives

Source: Border Security: Capacity building and Institutions (Presented to Rajya Sabha 2017)3 

In addition, the Central board of Excise and Customs has deployed over 8,000 personnel for border security check. 

Development Programme (BADP), Coastal Security 
Scheme (CSS) and the LPAI. The BADP is a core centrally 
sponsored scheme being implemented by the state 
governments as a part of a comprehensive approach 
to border management. The CSS is being implemented 
in phases for providing financial assistance for the 
creation of infrastructure related to coastal security in 
the coastal states/ UTs. BM-II Division is also responsible 
for establishment matters of the LPAI, which is entrusted 
with construction, development and maintenance of ICPs 
on the land borders of the country and coordination with 
various stakeholders for development of ICPs.

MHA deploys the forces along the borders, which is based 
on the principle of One border, One Border–Guarding 
Force (BGF). Accordingly, the command of each border 
has been entrusted to a particular border guarding force 
as under:

• • The border areas are currently guarded using fences, 
floodlights, intrusion detection sensors and patrolling 
security personnel. To prevent illegal migration and 
illegal activities, including anti-national activities 
from across the border, the Government of India 
had sanctioned the construction of border fencing 
with floodlights in two phases. The stretches where 
a physical fence is not feasible will be covered by a 
technological solution. Perimeter Intrusion Detection 
System (PIDS) comprising multiple types of sensors 
and/or Long-Range Reconnaissance and Observation 
Systems (LORROSs) have been installed or are in the 
process of deployment in strategically crucial regions. 
These have proven to be effective in the detection, 
identification, classification and recognition of 
intruders or other threats.

• • Comprehensive Integrated Border Management 
system (CIBMS) is a five-layer security system 

Border Border Guarding Force No. of battalions No. of BOPs

India-Bangladesh Border (IBB) Border Security Force 82 1011

India-Pakistan Border (IPB) Border Security Force 57 656

India-China Border (ICB) Indo-Tibetan Border Police 32 172

India-Nepal Border (INB) Sashastra Seema Bal 31 473

India-Bhutan Border (IBhB) Sashastra Seema Bal 16 157

India-Myanmar Border (IMB) Assam Rifles 15 83 (CoBs)

2 Annual Report 2018-19, MHA, GoI
3 http://164.100.47.5/newcommittee/reports/EnglishCommittees/Committee%20on%20Home%20Affairs/203.pdf
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for border management with the objective of 
implementing the D4R2 (deter, detect, discriminate, 
delay, response, recover) principle on the border. 
The CIBMS uses low-light CCTV cameras, thermal 
imaging, night-vision devices (NVDs), surveillance 
radars, laser beams and underground monitoring 
sensors to detect infiltration via land, underwater, air 
and tunnels. It includes the integration of manpower, 
sensors, networks, intelligence and command & 
control solutions to improve situational awareness 
at different levels of the hierarchy in the border 
guarding forces to facilitate prompt and informed 
decision making and quick response to emerging 
situations. The Indian Government has taken an 
initiative to cover the area where physical fence is 
not feasible with non-physical barriers in the form of 
CIBMS in multiple phases. 

• • The DoBM is implementing CSS in phases with the 
objective of strengthening the infrastructure and 
capabilities of Coastal Police for the patrol and 
surveillance of coastal areas, particularly shallow 
areas close to the coast4. 

• • CSS (Phase I): Phase I was implemented from 2005 
to 2011 with an outlay of INR646 crore. Under this 
scheme, coastal states/UTs were provided with 73 
Coastal Police Stations (CPS), 97 check posts, 58 
outposts, 30 barracks, 204 interceptor boats, 153 
jeeps, 312 motor cycles and 10 Rigid Inflatable Boats 
(RIBs). 

• • CSS (Phase II): Phase II is under implementation till 
31 March 2020 with an outlay of INR1,579.91 crore. 
Under this scheme, coastal states/UTs have been 
sanctioned 131 CPS, 60 jetties, 10 Marine Operation 
Centres, 150 boats (12 Tons), 75 special category of 
boats/RIBs, 131 four wheelers and 242 motorcycles.

• • The government has established a border 
management system for round-the-clock surveillance 
along most parts of the western border covering a 
total of 2,900 km to check infiltration. A proposal 
for the construction of 422 Composite BOPs 
(total BOPs along IPB and IBB), at an estimated 
cost of INR2,584.86 crore has been approved by 
the government. Detailed risk and vulnerability 
assessment had been done for vulnerable BOPs along 
the Indo-Bangladesh border. Accordingly, these 
BOPs have been strengthened by the deployment of 
additional personnel, advanced as well as customized 
surveillance equipment and vehicles along with other 
infrastructure support.

• • The ICG has been undertaking Community Interaction 
Programmes (CIPs) for the fishermen to spread 
awareness about safety issues at sea. The CIPs are 
also conducted to sensitize the fishing community on 
the prevailing security situation and develop them to 
be the eyes and ears for intelligence gathering.

• • The LPAI, which was established in March 2010, 
provides single window infrastructural facilities such 
as warehouses, examination sheds, parking bays, 
weigh bridges, etc. for the cross-border movement of 
passengers and goods at designated locations on the 
international land borders of India with Bangladesh, 
Myanmar, Nepal and Pakistan. The LPAI undertakes 
this by setting up ICPs at the existing Land Customs 
Stations. The ICPs are envisaged to provide all the 
facilities required for the discharge of sovereign and 
non-sovereign functions to enable smooth cross 
border movement of individuals, vehicles and goods 
under an integrated complex. These would facilitate 
the processes of immigration, customs, security, 
quarantine etc.

• • The use of drones for surveillance and security 
purposes has been one of the emerging technological 
trends across the world. The Indian military has 
long operated Israeli Searcher and Heron drones 
for command, control, communications, computers, 
information/intelligence, surveillance, target 
acquisition and reconnaissance (C4ISTAR) roles and 
possesses anti-radiation suicide drones.  

• • The Centre for Artificial Intelligence and Robotics 
under the DRDO is helping in improving the 
technology used in border areas for communication 
and surveillance. Important innovations like the 
Radio Trunk System (RTS) and the Radio Local 
System (RLS) have significantly improved military 
communication in the border areas.

4 Annual Report 2018-19, MHA, GoI
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1.3.  Budgetary allocations and analysis5 

Budgetary allocation has been steadily increasing over 
the years due to the threat perception on our borders 
as well as in the hinterland, especially following terror 
attacks during the last decade. During the last five years, 
the budget has increased to INR99,881 crore for 2019-
20 from INR63,581 crore for 2015-16 at a CAGR of 12%. 
This upward trend is much higher than the rise in the 

defence budget, which has been growing at a CAGR of 
only 5%. This reflects the significance of this domain as 
well as the government’s focus towards modernizing the 
security apparatus in the country. During the five-year 
period, capital expenditure on policing by the MHA has 
grown at a CAGR of 4.5% to INR10,790.28 crore.

5 Union budget, July 2019; EY and FICCI analysis

Homeland security budget allocation by the MHA (in '000 INR crore)

Legend

Capital

2015-16

54.56

9.02
9.29

11.48
11.42

11.07

62.57
68.30

78.42
88.81

2016-17 2017-18 2018-19 2019-20

Revenue

Capital outlay on policing by MHA (in '000 INR crore)

2015-16

9.05 8.85
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2016-17 2017-18 R.E. 2018-19 B.E. 2019-20

Capital outlay on border infrstructure and management (in '000 INR cr)

2015-16

1.75
1.41

1.77 1.73 1.88

2016-17 2017-18 R.E. 2018-19 B.E. 2019-20
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While the BSF has the largest share of the MHA’s budget for border security, both the BSF and Assam Rifles together 
have the largest capital budget estimates for 2019-20. For the financial year 2019-20, the BSF was allocated a total 
budget of INR19,650.74 crore, which was hiked by 15% over the budget for 2018-19. 

The ICG receives its budget allocation from the Ministry of Defence (MoD). For the financial year 2019-20, the ICG 
has been allocated a capital budget of INR2,500 crore which is a growth of 11.1% over the last year’s revised capital 
expenditure estimate of INR2,250 crore.

Capital outlay on Border Guarding Forces for 2019-20 (in INR crore)

Capital

19402.85

247.89

234.8

104.73

108.71

5766.67

5909.98

5582.48

Assam Rifles

Border Security Force

Indo-Tibetan Border Police

Shashastra Seema Bal

Revenue

Capital outlay on Indian Coast Guard (ICG) (in '000 INR crore)

2015-16

1.52

2.47
2.18 2.25

2.50

2016-17 2017-18 R.E. 2018-19 B.E. 2019-20

Indian Coast Guard
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Border management 
a key element of 
economic growth

Smart border management18



Smart border management 19



20

In 2018, India had an estimated nominal gross domestic 
product (GDP) of US$2,726.32 billion and by June 2019, 
India’s GDP has risen by 5.0% YoY6. As per CEIC Data7, 
India’s GDP per capita increased from US$2,015.228 
in March 2018 to US$2,041.091 in March 20198. The 
increase in GDP per capita has been attributed to various 
factors including increased investments which accounted 
for 31.6%2 of its nominal GDP. With the increase in 

The economy of a large nation like India is likely to change 
and be affected by the economic entities across the 
various topographies and territories. Economic growth 
is associated with the capacity of the nation to produce 
finished goods and services, wherein strong economies 
focus to increase their capacity to export outside their 
sovereign territory. The various factors contributing to a 
strong economic growth are:

• • Sustainable capital market to produce finished goods 
and services to achieve trade surplus

• • Healthy relations across borders to procure 
necessary raw material

• • Controlled immigration and emigration of skilled labor 

• • Political stability to provide confidence to investors

• • Secure environment against crime and terrorism

• • Healthy cross-border relations to boost economic 
growth via meeting demand and more

2.1.  Overview of the Indian macro-economy
net Foreign Direct Investment (FDI) inflows by 14.2% in 
2018-19, the central government also took various steps 
to increase capital expenditure to revive growth. Given 
the structural reforms undertaken by the government 
and the macroeconomic situation in India, the economy 
is projected to grow at 6.1% in 2019-20 as predicted by 
International Monetary Fund (IMF) in October 2019

The business world is highly connected with the 
geopolitical stability of a country and any change in 
topography, political and social scenario creates huge 
impact on it. Therefore, secure borders play a critical 
role in creating a secure business environment that 
allow transaction of goods and services across mainland, 
marine and air. 

The GDP of nations having open and secured borders 
grows better than the GDP of nations that have security 
concerns or closed borders. Open borders allow trade 
to prosper, better logistics for industry and easy access 
to raw materials thereby reducing a manufacturer/ 
producer’s cost and shorter time-to-market. With better 
policies such as ease of doing business, secured borders 
allow investors to bring hustle free foreign investments 
contributing to overall economy.

6 https://www.ceicdata.com/en/indicator/india/investment--nominal-gdp
7 https://www.ceicdata.com/en
8 https://www.ceicdata.com/en/indicator/india/gdp-per-capita
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In India, trade contributed to 43% of its GDP in 2018 whereas the average contribution of trade in GDP across 
the world was 92% in 2018. Trade liberalization across secured borders boosts export led economy and thus, the 
international trade market has huge impact on India’s GDP growth . GDP is also impacted by a lack of regional 
integration of a nation with its neighbors. For example, friction between India and Pakistan and other nations which are 
not secure continues to impact the exports and economic growth.

Source: World Bank data, 2018

2.1.1. India’s international trade

2.1.1.1. Trade to GDP ratio
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As per the annual report 2018-19 by the Indian Ministry 
of Commerce, in 2018-19, the US was the leading export 
destination for India accounting for 15.91% of overall 
Indian export (in value terms). China, Bangladesh and 
Nepal accounted for 5.1%, 2.8% and 2.4 % of India exports 
respectively. At 13.7%, China continues to be largest 
source of imports to India.  Currently, India’s actual trade 
in South Asia accounts for US$19.1 billion, which is just 
3% of its total global trade at US$637.4 billion. India has 
bilateral trade arrangements with all major regions across 
world. It is estimated that by reducing man-made trade 
barriers, trade within South Asia can grow three times, 
from US$23 billion to US$67 billion12. 

FDIs, Foreign Institutional Investments (FIIs) and Foreign 
Portfolio Investments (FPIs) play an important role in 
pumping money in the economy. As per India Brand 
Equity Foundation, India has received equity inflows of 
US$436.35 billion via FDI for April 2000 to June 2019. 
FPI/FII have also invested around INR12.92 trillion 
(US$184.91 billion) in India between FY02-20. From 
April-June 2019, India accounted for FII of US$18.42 
billion13. 

2.1.1.3. Foreign investment flow

The tourism industry is resilient to both geopolitical 
uncertainty and economic volatility, but it contributes 
significantly to the net GDP and job market. As per 
the Travel & Tourism Competitiveness Report 2017, 
India has tremendously improved its travel and tourism 
competitiveness, rising to the 40th position in 2017 from 
the 63rd position in 2013. According to World Tourism 
Organisation, India’s international arrivals are forecasted 
to reach 15.3 million by 2025. At present, 12% of India’s 
tourism GDP is driven by international tourism. In July 
2019, the Foreign Exchange Earnings (FEE) from Foreign 
Tourist Arrivals (FTAs) reached US$2.64 billion14 with a 
growth of 7.2% from July 2018.

To increase travel, the Indian government has put 
significant emphasis on tourism across land, sea and air.  
The Ministry of Tourism India has identified 15 thematic 
circuits, such as the Himalyan Circuit, North East Circuit, 
Buddhist circuit, Tribal Circuit, Wildlife Circuit and more 
for development. With an objective to obtain high tourist 
value, increase competition and bring sustainability, these 
circuits shall cover the religious, cultural, spiritual, tribal 
and natural sites of India. 

2.1.2. Tourism

9 https://pib.gov.in/newsite/PrintRelease.aspx?relid=153977
10 https://commerce.gov.in/writereaddata/uploadedfile/MOC_636477306238949138_Trade_with_South_Asia_2016-17.pdf
11 https://commerce.gov.in/writereaddata/uploadedfile/MOC_637036322182074251_Annual%20Report%202018-19%20English.pdf
12 https://economictimes.indiatimes.com/news/economy/foreign-trade/india-south-asia-trade-has-potential-to-triple-to-62-billion-says-world-bank/ 
   articleshow/65935340.cms?from=mdr
13 https://www.ibef.org/economy/investments
14 https://www.ibef.org/industry/indian-tourism-and-hospitality-industry-analysis-presentation

India has marginally increased its regional trade with its neighbors Bangladesh, Bhutan and Nepal over the past decade.  

India’s exports to South Asian countries (US$ million)

2.1.1.2. Trade with neighboring countries

Source: Press Information Bureau, Report on India’s trade with South Asia & Annual report 2018-19, Department of Commerce

S. No. Country 2013-2014 2014-2015 2015-2016 2016-17 2017-18 2018-19

1 Afghanistan 474.34 422.56 526.6 507.68 709.75 715.44

2 Bangladesh 6,166.97 6,451.48 6,034.95 6,728.29 8,614.52 8,933.47

3 Bhutan 355.6 333.94 468.95 509.3 546.12 656.32

4 Maldives 106.07 152.38 179.04 198.93 217 221.24

5 Nepal 3,592.30 4,558.77 3,930.09 5399.98 6,612.96 7,616.46

6 Pakistan 2,274.30 1,857.29 2,171.16 1831.85 1,924.31 2,066.63

7 Sri Lanka 4,534.35 6,703.72 5,309.53 3921.85 4,476.46 4,707.14

 Total 17,503.93 20,480.14 18,620.329 19097.8810 23,101.12 24,916.7011
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By 2024-25, India plans to achieve a US$5 trillion 
economy with the following main objectives:

1. Boost India’s share in global trade merchandise

2. Improve and manage bilateral trade relations

3. Mainstream, new-age policy making

To contribute to the Indian government’s vision of a 
US$5 trillion economy, a number of initiatives have been 
taken to catapult the demand by both external factors 
(exports, imports) and internal factors viz taxes and other 
endeavors such as the Make in India initiative. India is 
targeting exports contributing US$1 trillion to the GDP 
and take manufacturing potential to 25% of GDP with the 
key focus on improving textiles, financing and tourism. In 
2018-19, India’s exports stood at US$121.7 billion15 with 
countries it has trade agreements with. This accounted for 
36.9% of India’s overall exports. 

Getting India’s GDP to US$5 trillion in five years is a 
challenging task. However, with an aspiration to achieve 
double-digit growth, creation of supportive markets 
for land and labor, energy supply and other world class 
infrastructure to support manufacturing, it is achievable 
with the inflow of FDIs and other investment promotion 
plans. In 2018-19, India received equity inflows of 

Borders and business are interdependent on each other. 
With open borders, a nation has a greater number of 
ways to increase the volume of trade. Open borders are 
a sign of continued economic prosperity and lasting 
growth, while on the other hand conflicting borders and 
overlapping territorial claims tend to hamper business 
continuity. India has conflicting borders with Pakistan 
(which claims part of Kashmir as their territory) and China 
(which claims Arunachal Pradesh to be South Tibet).

Border security is an essential driver for economic 
growth because it makes trade more efficient and helps 
attract foreign direct investments. Border security is 
also necessary to mitigate the severe consequences of 
transnational crime — an industry that generates US$870 

2.2.  Government’s vision of a US$5 trillion economy

2.3.  Nation building by secure borders 

US$44.36 billion. As per the Economic Survey 2018-19, 
70% of India’s FDI equity is from Singapore, Mauritius, 
Netherlands, Japan and the United Kingdom. In the 
future, India has planned to increase its bilateral ties 
with a greater number of countries to gain more FDI. 
Public funds alone cannot fund the entire infrastructure 
investment for robust growth, therefore infrastructure 
financing via public private partnerships (PPP) is 
also being encouraged. In fact, more than a third of 
infrastructure investment in India has been funded by 
PPP in the past decade. As per the World Bank data, 
India is ranked second in the number of PPP projects and 
associated investments among developing countries. 

To achieve the vision of a US$5 trillion economy, India has 
taken various steps to integrate its cross-border trade with 
the global value chain. Some of the steps taken are:

• • Establishment of national single window system to 
route all imports

• • Simplified fees and charges to provide clearance at 
borders 

• • Provisioned paperless filing of imports-exports  
through E-sanchit project

• • Online publication of resource information- import/
export laws and regulations

billion annually — that finances terrorism around the 
world16. Violence (including cross-border terrorism) has an 
impact of US$1,190.51 billion to the Indian economy in 
2017 in terms of purchasing power parity (PPP), 9%of the 
country’s GDP or US$595.4 (over INR40,000) per person. 
The economic impact of violence to the global economy 
was US$14.76 trillion in 2017, in PPP terms. This is 
equivalent to 12.4% of the world’s GDP or US$1,988  
per person17. 

Therefore, secure borders and internal environment is 
essential for businesses to flourish and investors to put 
money in a country’s economy, which in turn contributes 
towards nation building. 

15 https://economictimes.indiatimes.com/news/economy/foreign-trade/suggestions-of-high-level-group-on-exports-needs-to-be-implemented-economic-survey/ 
   articleshow/70072052.cms?from=mdr
16 https://nationalinterest.org/feature/the-uns-smart-new-way-increase-economic-growth-security-13831
17 Economic Value of Peace 2018, Institute for Economics and Peace, Oct 2018
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Border markets, popularly called as border haats, 
between India and Bangladesh exhibit tremendous 
economic potential. Border haats were initially designed 
to rejuvenate the traditional cross-border trade 
through informal markets to support the livelihoods 
of communities living along the remote border areas.  
Interestingly, the first Memorandum of Understanding 
(MoU) between India and Bangladesh, signed in 2010, 
expired in 2013. However, on the ground, border haats 
continued functioning on good faith among the haat 
committees until 2017.  

The MoU signed in 2017 between the two countries 
recognized the economic potential of border haats. 
Hence, the current purchasing limit within the haats has 
been increased to US$200 and the validity of the MoU is 
now automatically extended for successive tenures of  
five years. 

In 2019 alone, it is estimated that India-Bangladesh will 
establish six more border haats along the international 
borders in Tripura and Meghalaya. India plans to set 
up around nine border haats along the India-Myanmar 
international border. Border haats have successfully 
demonstrated that trust deficits (even among local 
communities) can be dismantled in India’s contemporary 
relationship with old neighbors like Bangladesh.

In August 2019, oil Imports in India were US$10.88 
billion compared to oil imports in August 2018 of the 
amount US$11.94 billion18. The main reason could be 
attributed to the decrease in the global Brent price ($/bbl) 
of 18.98% in August 2019 vis-à-vis August 201819.

Considering the rising energy concerns, India is 
keen on expanding its Liquified Natural Gas (LNG) 
pipeline networks to Myanmar through Bangladesh. 
The Hydrocarbon Vision 2030 for the North-East has 
identified increasing gas pipeline capacity to Sittwe (in 
Myanmar) and Parbatipur (in Bangladesh). South Asia’s 
first transnational petroleum pipeline, the Motihari-
Amlekhganj pipeline, is also aimed at building sustainable 
economic cooperation between India and Nepal. 

Alternatively, India has also developed positive economic 
relations with Nepal and Bhutan for hydro-power 
electricity generation. India’s signing of the Power Trade 
Agreement with Nepal in 2014 has further strengthened 
the framework for imports by Indian entities of surplus 
power generated from future hydroelectric plants in 
Nepal. India has constructed three hydroelectric projects 
in Bhutan (Chukha, Kurichhu, and Tala) for domestic 
consumption, which also export surplus power to India. 

As the BBIN countries emerge as distinct economic 
powerhouses, energy demand for infrastructure 
development a bound to increase. India is ideally placed, 
geographically and economically, to support and buy into 
its neighbors’ economic boom.

India shares multiple rivers and tributaries with its 
neighbors — Bangladesh, Bhutan and Nepal. As roadways 
choke with congestion and fuel prices increase, waterways 
are being rejuvenated as an alternate and environment 
friendly mode of transport among the Bangladesh, 
Bhutan, India and Nepal (BBIN) countries.

Strategizing its maritime connectivity in the Indo-Pacific 
region, India has initiated multiple waterway development 
efforts along its riverine international borders. Bhutan 
and Nepal are keen to access the large-scale markets 
in the Bay of Bengal region through the waterways in 
India. The recent MoU on waterway use between Bhutan 
and Bangladesh through the Narayanganj river port is 
evidence of this emerging economic interest. 

2.3.1. Trade through border haats 

2.3.3.  Energy networks  

2.3.2.  Waterways connectivity  

Traditionally, India has faltered on multiple fronts with 
respect to hydro-diplomacy when cooperating with 
Bangladesh and Nepal. Hence, allowing its neighbors to 
utilize its waterways for access to the sea could be an 
ideal opportunity to build trust on mutually beneficial 
trade arrangements. For instance, Nepal currently 
employs a rent model at the Kolkata port to utilize India’s 
seaport for maritime trade. Similarly, Nepal can utilize 
India’s Sahebganj multi-modal river port to access India’s 
waterways. Bhutan can access the Pandu river port in 
Assam to access further waterway connectivity to the 
Chittagong port in Bangladesh.

18 https://pib.gov.in/newsite/PrintRelease.aspx?relid=193184
19 The World Bank
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Personal safety is the amongst the top concerns of a 
tourist, along with sanitation, transportation and violence. 
The tourism industry blooms with secure borders and 
no-conflict zones. India has already taken several steps 
to address the issue of tourists not feeling comfortable 
by taking enhancing security protocols. Apart from this, 
the Indian government has also relaxed its visa policy to 
encourage pilgrimage. 

Tourism and pilgrimage with the neighboring countries 
not only contributes to economies of both countries 
but also assists in improving cultural ties and breaking 
trust deficits. For instance, after a long and persistent 
demand of visa-free Kartarpur Sahib corridor by the Sikh 
community, the Indian government approved the building 
and development of the Kartarpur corridor from Dera 
Baba Nanak in Gurdaspur district to the international 
India–Pakistan border. The corridor was inaugurated in 
November 2019 and more than 500 pilgrims visited 
Kartarpur Sahib on the first day. Such endeavors across 
the border help create economic activities around the 
region and contribute towards economy. Similarly, river 
tourism has been a stronghold for riverine communities 
along the India-Bangladesh protocol river route aiming for 
sustainable and localized economic growth.

After India ratified the World Trade Organisation (WTO) 
Agreement on Trade Facilitation in 2016, it set up the 
National Committee on Trade Facilitation with a fast-track 
agenda for a INR4,500-crore border business plan to 
increase trade and improve ties with India’s neighbors.  
As part of this initiative, upgrading Land Custom Stations 
(LCSs) and the improved ICPs along its land borders alone 
has boosted the quantum of border trade two-folds. 

India is certain to engage in infrastructure development 
for facilitating trade with Bangladesh, Bhutan and Nepal. 
In an increasingly unstable era  of globalization, India 
recognizes that it should keep its overseas partners 
close and its adjacent neighbors closer. Hence, India is 
likely to increase its domestic budget to enhance trade 
infrastructure at the land borders that it shares with 
Bangladesh, Bhutan and Nepal.

India is also keen to shed its image as the weak link 
in the Quadrilateral Security Dialogue with Australia, 
Japan and the US. The Asia Reassurance Initiative Act 

2.3.4. Trourism

2.3.5.  Government initiatives for  
             trade with neighbors  

of 2018 (ARIA) combined with the Better Utilization of 
Investments Leading to Development Act of 2018 (BUILD) 
indicate the increased interests of the US in the Indo-
Pacific region.  ARIA and BUILD are closely aligned with 
India’s verbatim of “advancing a free, open, and inclusive 
Indo-Pacific region.” Therefore, India’s new economic 
partnerships in trade, connectivity and energy networks 
with its neighbors in the region would also contribute to a 
stronger security presence in the region. 

The outlier in the cross-border trade of India is its trade 
equations with Pakistan. India and Pakistan have recorded 
a minuscule US$2 billion trade value which has the 
potential to increase, without impeding artificial barriers, 
up to US$37 billion. Due to political conflicts, most of the 
formal trade between the countries is routed through a 
third country, thereby depriving the trade benefits to the 
regional value chain. As a result, mending trade relations 
with Pakistan shall continue to be an uphill task for India. 

Smart border management 25



03
Border management 
related challenges 
impacting the economy

Smart border management26



Smart border management 27



28

Securing and managing the borders has been a major 
challenge for any country as it requires to keep a balance 
between the openness of borders for the legitimate 
movement of goods and people and ensuring the non-
porousness of borders for all illegal activities. India, being 
an increasingly globalized and service-oriented economy, 
relies heavily on the movement of goods and people. 
However, if these movements are uncontrolled, less 
regulated or unsupervised then smuggling, trafficking, 

The MHA, in its Annual Report 2018-19, states that 
during the year 2018, the internal security situation in 
the country remained under control and the government 
accorded due priority to enhancing internal security 
during this period from the cross-border terrorism. 
However, despite various initiatives taken by the 
government, illegal Infiltration could not be prevented 
completely. The Pulwama attack, which happened on 14 
February 2019, is one of the deadliest terror attacks in 

Both, illegal immigration and smuggling, have a severe 
impact on a country’s economy and their prevention is the 
paramount objective of any border management agency 
in the world. Illegal immigration may lead to a change in 
the demographics of borders adjoining states, as well as 
the hinterland and puts a burden on a country’s resources 
and infrastructure. Illegal migrants are usually available as 

Patrolling the border is not easy for the forces, given that 
the large, complex border passes through various terrains 
including sea, hills, deserts, lands, swampy marshes, 
snow-covered peaks and jungles. Apart from this, peculiar 
climatic conditions at the respective terrains pose another 
challenge. The mechanism to patrol and manage our 
borders at extremely cold places like Siachen wherein 

crime, terrorism and illegal migration may increase, which 
can foment trouble of various kinds in the country. Hence, 
the government needs to make appropriate arrangements 
considering the present security threat and the possible 
future risks with respect to both land and coastal boarder 
security. In this chapter we will assess and analyze some 
of the key challenges in border management that have an 
impact on the country’s economic growth.

Jammu and Kashmir, in which 40 Central Reserve Police 
Force (CRPF) personnel were martyred. The reported 
infiltration attempts and net infiltration, which are linked 
with terrorist activities, in the Union Territory of J&K since 
2014 are indicated in the table below, which shows that 
the Net Estimated Infiltration has been increasing during 
last five years, which is a serious issue persisting at the 
J&K border20:

cheap labor and thus, seize the employment opportunities 
from natural citizens. 

Smuggling not only eats away at the state’s revenue but 
it also discourages businesses and investors to operate in 
the affected area. Furthermore, impacts of smuggling can 
be much wider than just economic — smuggling of drugs, 

temperatures go down to -50 degrees centigrade or at 
extremely hot places like Jaisalmer and at coastal borders 
is vastly different. 

In addition to the above, India shares open borders with 
Nepal, Bhutan and Myanmar. The main challenge is 
to check the misuse of open borders by terrorists and 
criminals for illegal and anti-national activities.

3.1.  Illegal cross-border activities

3.1.1.  Cross-border terrorism  

3.1.2.  Illegal immigrants and smuggling  

Year 2014 2015 2016 2017 2018 2019 (up to 30.03.2019)

Infiltration attempts 222 121 371 419 328 23

Net Estimated Infiltration 65 33 119 136 143 07

20 Annual Report 2018-19, MHA, GoI 
21 ibid

Infiltration attempts in J&K since 201421
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arms and ammunition have socio-economic bearings by 
fueling criminal and anti-national elements. 

The Indo-Bangladesh border has been a porous border 
due to difficult terrain and is marred with both illegal 
immigration and smuggling. The Government of India and 
the BSF have taken several initiatives to address these 
issues such as construction and repairing of the fence 
along the border, establishing BOPs and commissioning 

of PIDS, however, efforts have fallen short and more 
effective solutions need to be deployed.

These issues are aggravated along our coastal boarders, 
where surveillance of such penetrations are difficult for 
the respective forces. 

Tough topography and a lack of adequate socio-
economic infrastructure, including roads, utilities, 
telecommunication, education and healthcare result 
in limited accessibility and connectivity of the border 
regions. This coupled with cross-border threats in certain 
sensitive areas does not allow commerce to flourish 
and hence, such border areas remain under-developed. 
It limits the level of economic opportunities that would 
be available to the local population and makes them 
vulnerable to criminal influence. Security agencies have 
positively correlated unemployment with insurgency 
related events; it stands to reason that areas where most 
of the population is gainfully employed are more peaceful. 
So, the development of border areas is not only significant 
for citizens but is also quite crucial to overall border 
management.

Another challenge is the effectiveness of technology 
in border areas. For effective border management, 
surveillance is carried out through a combination of 
manual patrolling by the border guarding forces and 
technology such as battlefield surveillance radars, coastal 
radar systems, direction finders, handheld thermal 
imagers, high-powered telescope, night vision devices, 
sensors, electronic surveillance systems and unattended 
ground sensors. These have been proven to be ineffective 
at times for multiple reasons posing vital risks to border 
security. 

To overcome this, the DRDO has been supporting India’s 
border management activities through extensive R&D. 
They have been focusing on advanced technology 
domains such as information, communication, command 
and control, Air Defence Control and Reporting System 
(ADCRS) and battlefield management systems. The 
DRDO is also working to improve the technology used for 
communication and surveillance in the border regions. 

3.2.  Development of border regions

3.3.  Technology 

Despite initiatives taken by the BADP and efforts made 
by several agencies, there are certain areas along our 
borders that are under-developed, especially in the 
Himalayan region such as parts of north-eastern states 
and the Union Territory of J&K.

Technologies like the RTS and the RLS have significantly 
improved military communication in the border areas.

Drones have been increasingly used for the border 
security across the world and the Indian defense 
forces have also been operating for long for C4ISTAR 
roles.  Drones are not just being used by our forces for 
surveillance and defence but are also being used by the 
cross-border enemies as well as criminals. Rogue or 
enemy drones can pose multiple risks for border security, 
which include but not limited to:

• • Surveillance: Malicious entities can use drones to 
survey and conduct reconnaissance of sensitive 
installations along our borders. Apart from video 
survey and monitoring, images obtained from 
drones can be used for 3D spatial reconstructions of 
installations with enough details to perform visual 
reconnaissance. There have been multiple instances 
of spotting as well as the neutralization of hostile 
drones flying in cross-border, by our forces.

‘‘People living on borders are no 
ordinary citizens but strategic assets

-Shri Rajnath Singh, Hon’ble Raksha Mantri

Source: News articles
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• • Attacks: Weaponized drones of various sizes may be 
used for attacking infrastructure as well as civilians 
along the border regions.

• • Smuggling: Drones have started to be used for 
smuggling drugs, arms and ammunition across 
borders and dropping prohibited items in sensitive 
areas. For example, there have been recent incidents 
where contraband and weapons have been dropped 
by drones, believed to be flying in from cross-border, 
in border villages of J&K, Punjab and Rajasthan. 
These events pose security risks as they circumvent 
the traditional security processes.

In addition to the above, third-generation NVDs are 
also being developed for better sighting at night. The 
requirement of around 30,000 NVDs has been raised by 
the Ministry of Defence. However, there are just handful of 
companies in India that make these devices and thus, they 
are being imported in large numbers.

Border security in India poses a peculiar challenge for the 
security agencies due to varied topographies, climatic 
conditions, extreme weather variations and relations with 
neighboring countries. Many imported technologies and 
equipment prove to be ineffective in Indian conditions and 
therefore, innovative security solutions, technology and 
equipment are required to be developed and customized 
for Indian conditions and users. A probable solution is to 
create research and development capabilities within India 
by supporting the Indian industry in various ways. 

Currently, India is importing a large part of the security 
equipment and infrastructure from other countries 
which leads to the outflow of funds from the country. 
The country also loses the economic opportunities 

Despite deployment of electronic surveillance systems, 
infiltration incidents continue to happen. Therefore, it is 
crucial to not only upgrade our surveillance systems but 
also to have a technologically high-end command and 
control system. The purpose of a command and control 
center is to channelize the information and data collected 
from multiple sources and agencies at one centralized 
location for a timely action. Moreover, it should then be 
able to interpret the data to convert it into a meaningful 
actionable information. Advanced analytics can be 
deployed for this purpose. Dovetailing of advanced 
analytics with the use of sensor technologies would not 
only optimize the use of effective force at the right time 
and the right place but would also help in savings to the 
exchequer. Advanced analytics are being used across the 
world in a number of domains to enable better decision 
making and commercial gains.

of producing equipment for its own security needs 
thus negatively impacting our GDP, trade balance and 
employment situation. The government launched the 
Make in India campaign in 2014 with an aim to boost 
manufacturing and generate employment opportunities. 
Under this campaign, defence and security sectors are 
identified with the key objectives to achieve self-reliance, 
indigenization, and domestic R&D. The government 
has taken various initiatives in the defence sector such 
as amendments in defence procurement procedures 
to prioritize acquisition from the domestic industry, 
liberalizing licensing and FDI policies, schemes such as 
iDEX. A similar focus is also required for the industry 
operating in border management domain.

3.4.  Indigenization of border security equipment 
         and Make in India
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The EU has open borders among its 26 countries which 
allows the free flow movement of goods and people 
within these countries. The border-free Schengen Area 
guarantees free movement to more than 400 million 
EU citizens, as well as to many non-EU nationals, 
businessmen, tourists or other persons legally present on 
the EU territory. Topics such as environment protection, 
energy and R&D are benefitted. Public contracts are 
open to bidders from any member country. Manufactured 
products in one country can be sold in other member 
countries without additional duties or tariffs and all 
taxes are standardized. Practitioners of services like 
medicine, tourism, law, etc. can operate in all member 
countries. The purpose of an open border is to be more 
competitive in the global marketplace. The Member States 
of the EU (except the United Kingdom and Ireland) along 
with Norway, Iceland and Switzerland have joined the 
Schengen area and have officially abolished all passport 
and all other types of border control at their mutual 
borders.

Cross-Border Cooperation (CBC) is a part of the European 
Neighbourhood Instrument (ENI) and seeks to reinforce 
cooperation between EU Member States and Partner 
Countries along the external EU borders. The CBC focuses 
on equal cooperation across EU external borders at local 
and regional level.

The European Border and Coast Guard Agency, also 
known as Frontex, was established which supports EU 

Source: European Commission

Member States and Schengen Associated Countries in 
the management of EU’s external borders and fighting 
cross-border crime. 16 different ENI CBC programs have 
been identified along the EU’s external border in the 
2014-2020 financing period. They follow up on the work 
done by ENI CBC within the previous financing period 
2007-2013. These programs range from the North to the 
South and currently include 18 EU member states, 16 
neighboring Partner Countries as well as Norway, Turkey 
and Russia22. 

The European Union aims to ensure that people in the 
European Union have their freedom and security well 
protected. One of the main threats to it is terrorism. 
Combating cross-border terrorism and crime is very 
important. Since the European Union is an area of 
increasing openness and interdependence which may 
be abused by terrorists to pursue their objectives, the 
European Counter Terrorism Centre (ECTC) has been 
established to improve information exchange and 
operational support to member states’ investigators. 

However, in 2015, when increasing numbers of refugees 
started arriving the European Union, Austria, Germany, 
Slovenia and Hungary reintroduced controls, citing 
a continuous influx of persons seeking international 
protection. Even after four years, the six countries 
(Austria, Germany, Denmark, Sweden, Norway and 
France) have their border controls in place23. 

4.1.  European Union (EU)

22 https://www.euneighbours.eu/en/east/stay-informed/projects/cross-border-cooperation-cbc
23 https://www.dw.com/en/border-checks-in-eu-countries-challenge-schengen-agreement/a-51033603
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The US and Canada enjoy the world’s largest and most 
comprehensive trading relationship which supports 
millions of jobs in each country. Close to 400,000 people 
cross the shared border each day for business or pleasure 
or to maintain family ties24. Canada is dependent on the 
US for most of its exports since Canada does not border 
any country other than the United States and it makes 
shipments of goods to other markets more expensive.

Canada and the US are committed to increasing security 
at the border by addressing threats early, facilitate 
trade, economic growth and jobs, integrate cross-border 
law enforcement and bolster critical infrastructure and 
cybersecurity. The U.S. Customs and Border Protection 
(CBP) and the Canada Border Services Agency (CBSA) 
work together to enhance their security and accelerate 
legitimate flow of people, goods and services across their 
borders.

The North American Free Trade Agreement (NAFTA) 
is a trilateral trade bloc of North America, Mexico and 
Canada negotiated in January 1994. NAFTA’s terms 
eliminated most tariffs on products traded between 
the three countries. At the time, Mexico was seen 
both as a promising new market for exports and as a 
lower cost investment location that could enhance the 
competitiveness of the US and Canadian companies. The 
hope for Mexico was that freer trade would bring stronger 
and steadier economic growth to Mexico, providing new 
jobs and opportunities for its growing workforce and 
discouraging illegal migration from Mexico25.

During 2017, almost US$300 billion worth of goods were 
exported from Canada to the U.S and the U.S. businesses 
sold more than US$282 billion in goods to Canadian 
businesses. 

4.2.  US–Canada border
Canada is facing a challenge in accommodating asylum 
seekers who have crossed the border from unofficial 
entry points. Canada provides the asylum seekers who 
have successfully crossed the border with help in housing. 
Applications made for asylum are processed with due 
diligence and thus according to the Immigration and 
Refugee Board of Canada, only around 47% of finalized 
refugee claims made by those who entered between 
points of entry from the beginning of 2017 to March 
2018 were accepted26.

The smuggling of contraband drugs and firearms across 
the Canadian border is another challenge faced by 
Canada. Canada has also become a waystation for drugs 
to enter the US. For instance, it is legal to purchase and 
consume cannabis products in Canada, but situation is 
not the same in other countries. This is the reason why 
transporting cannabis across the border in any form 
without a permit or exemption authorized by Health 
Canada is a serious offence27. Also, according to The 
Global Drug Survey 2019, Canada ranks second in the 
world for cocaine use28.

Following are some of the security programs started to 
ensure highest levels of security:

• • Advance Commercial Information (ACI) program 
requires submission of electronic pre-arrival 
information for all shipments heading for the 
Canadian border.  

• • Automated Commercial Environment (ACE) program 
provides single point of data entry for shipments 
leaving and entering the country

• • Automated Export System (AED) provides a central 
point through which shipment information is 
transmitted

• • Customs-Trade Partnership Against Terrorism 
(C-TPAT) is CBP’s trusted trader program

24 https://www.international.gc.ca/world-monde/country-pays/united_states-etats_unis/relations.aspx?lang=eng
25 ttps://www.cfr.org/backgrounder/naftas-economic-impact
26 https://www.cbc.ca/news/opinion/canada-border-1.4774704
27 https://www.cbsa-asfc.gc.ca/travel-voyage/cannabis-eng.html
28 https://nationalpost.com/news/canada/canada-ranks-second-in-the-world-for-cocaine-use-and-feeling-conflicted-about-it-report
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The economies of the US and Mexico have become 
intertwined since the NAFTA was signed in 1994. Mexico 
ranks second among the USs’ exports market and third in 
total trade and is one of the United States’ most important 
trading partners. Also, the US-Mexico bilateral economic 
relationship is of key interest to the United States because 
of Mexico’s proximity, the extensive cultural and economic 
ties between the two countries and the strong economic 
relationship with Mexico under the NAFTA29.

Apprehensions at U.S. – Mexico border, by fiscal year and country of origin

Mexico’s border with the United States’ southern border 
is 3,145 km long and traverses a variety of terrains 
including urban areas and deserts. It stretches from 
the Pacific Ocean to the tip of South Texas, of which 
700 miles have fencing in place. There is no fencing at 
all further east. The Rio Grande and the rugged terrain 
around the river serve as a natural barrier. A high double 
fencing is present out west, between San Diego and 
Tijuana, Mexico to deter people from crossing illegally. 
Part of the fence goes right through the beach and 

4.3.  US–Mexico border

29 https://www.everycrsreport.com/files/20150115_IF10047_00c0065cf3a040c6d94c0a059c4562fcdd1f3a3b.pd
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continues into a section of the Pacific Ocean. In between, 
there is an assortment of fences with different shapes, 
sizes and materials. These fences do not all connect to 
form one continuous line. There are some areas that have 
no fencing at all.

Challenge for border management is illegal entry 
of immigrants and illegal trafficking of people and 
contraband. In 2017, there were 10.5 million 
unauthorized immigrants in the US of which about 4.95 
million were from Mexico30. Thousands of Mexican adults 
and children camp out in lines at the US border crossings, 
sleeping in tents while awaiting a chance to apply for safe 
refuge. 

The US Border Patrol, which is the US CBP’s federal law 
enforcement arm under the US Department of Homeland 
Security (DHS), with the law enforcement officers, work 
to detect and prevent illegal immigration to the US. 
Several ways have been tried to reduce undocumented 
immigrants by making border crossings more hazardous. 
One such way was the tunnel effect which forced the 
immigrants to travel through difficult terrain and weather 
to cross the border. This strategy did not work because of 
the will of the migrants making the choice to pass through 
extreme circumstances despite a threat to their life. It 
created a nuisance for American citizens and documented 
immigrants. There was also a concern that border patrol 
and other agencies were abusing their authority by 
racial profiling and conducting unwarranted searches. In 
between the fences made up of steel and concrete, virtual 
fences have been installed which constitute sensors, 
infrared cameras, SWAT teams and national guards on 
alert. Notwithstanding these setbacks, billions of dollars 
are still being spent on the prevention through deterrence 
strategy.

The duties of the CBP include preventing criminals, would-
be terrorists and contraband from entry by inspecting 
immigrants and cargo at ports of entry, patrolling 
thousands of miles of border to the country’s north and 
south and helping investigate criminal networks. The 
US Border Patrol uses high-tech surveillance equipment 
ranging from motion-sensor cameras, drones, tethered 
aerostat balloons that fly high over the border and 
provide a 360-degree view of the border 24/7. Agents 
out on the water also rely on constant communication 

with the CBP’s maritime patrol aircraft, as well as various 
assets from other federal, state and local agencies. 
Maritime enforcement assets rely heavily on aircraft to 
detect, track and identify targets of interest that may 
not otherwise be detectable. Without robust aviation 
coverage, maritime detection is limited to line of sight and 
vessel electronic capabilities. The new coastal interceptors 
have enhanced video downlink capabilities so everyone on 
the water, land and in the air, can effectively coordinate 
interdictions.

In 2006, the DHS initiated a program — SBInet, the Secure 
Border Initiative Network — for a new integrated system of 
personnel, infrastructure, technology and rapid response 
to secure the northern and southern land borders of the 
US. The system was designed to detect a target with radar 
and then use video cameras to identify and categorize it 
as human, vehicle or benign such as an animal or bird. 
The system failed for both detection and identification and 
was throwing up false alarms due to rain, storm and other 
weather phenomena. Camera resolution was insufficient 
for targets beyond 3.1 miles and the stylus-controlled 
laptops mounted on moving vehicles were not rugged 
enough and were difficult to use. The project was finally 
cancelled in 2011 citing the inappropriate technology 
and procurement oversight as the primary reasons. This 
project is a good case study of how a single technology 
may not work in all terrains, population density and 
weathers and thus a solution customized to localized 
needs is required to be deployed.

The US, thereafter, commissioned a new border security 
technology plan that will utilize existing, proven 
technology tailored to the distinct terrain and population 
density of each border region, including commercially 
available mobile surveillance systems, unmanned aircraft 
systems, thermal imaging devices, and tower-based 
remote video surveillance systems. Where appropriate, 
this plan will also incorporate already existing elements of 
the former SBInet program that have proven successful, 
such as stationary radar and infrared and optical sensor 
towers.  

30 https://www.pewresearch.org/fact-tank/2019/06/28/what-we-know-about-illegal-immigration-from-mexico/
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Technology acts as a force multiplier for the border 
management agencies and the government is focused on 
deploying technological solutions for the same. However, 
our current dependence on foreign technology is a big 
hinderance. The recent government initiatives and policy 
reforms have provided a better environment for the micro, 
small and medium enterprises (MSMEs) to progress in the 
defence and security sectors. As a next step, they must 

R&D is a key ingredient for developing indigenous 
capabilities in any domain thus, the government must 
encourage development of dedicated domestic R&D 
capabilities by providing adequate policy and commercial 
incentives. These facilities should cater to both, the user 
and industry requirements. A focused approach is also 
required to embed this within the education and skill 
development infrastructure. The R&D establishments 

The government need to focus on building indigenous 
capabilities in emerging technologies. Big data analytics, 
predictive analytics, artificial intelligence (AI) / machine 
learning (ML), blockchain, Internet of Things (IoT) and 
drones are key emerging technologies that may be 
invested into by the country’s security apparatus for an 
effective border defence. 

Security organizations collect vast amount of data. 
This data along with advanced analytics can be used to 
make more insightful, forward-looking decisions about 
readiness, logistics, manpower, intelligence and a host 
of other critical security concerns. Seamless integration 
of strategic intelligence with operational and tactical 
intelligence across defence services and other agencies 
is needed and this can be made feasible using advanced 

India is a one of the major economic powers with 
deep global trade footprints. Therefore, smart border 
management should aim at facilitating efficient and 
secure movement of people and goods between India 
and other countries while controlling the menace of 
illegal activities on our frontiers without increasing the 
number of or burden on the border guarding forces. This 
can be achieved by using modern available technologies 
customized to Indian environment and users to ensure:

enable ease of Transfer of Technology (ToT) from R&D 
establishments like the DRDO, provide access to capital 
and infrastructure and ensure the Ease of Doing Business 
(EoDB) for start-ups and MSMEs that will encourage them 
to develop R&D and manufacturing capabilities. At the 
same time, the Indian industry should also make an effort 
to be a part of global research programs for development 
of border security equipment. 

can also have skill development facilities to carry out the 
training of trainers, industry operators and users on the 
newly developed technologies to ensure dissemination of 
the technology to the identified stakeholders. In addition, 
the government should reinstate the tax incentives on 
R&D, which are in the process to be phased out by March 
2020. The incentives should rather be further enhanced 
to encourage the R&D initiatives. 

analytics. Some possible border management applications 
for these technologies are as below: 

• • Better management of land borders and maritime 
security can be achieved by having terrain/traffic/
asset analytical layer on digital/raster maps. This can 
act as a useful tool in formulating plans. 

• • Biometric data, such as facial recognition, is used at 
smart borders around the world to identify people 
and run security checks.

• • ML is also being used to develop autonomous security 
checking machines at custom check-points. These 
machines sniff for chemicals, scan content, analyze 
behavior and become smarter as they improve their 
decision-making ability over time.

• • Better border security controls.

• • Smarter electronic surveillance systems to effectively 
detect, categorize, identify, prevent and deter the 
threats.

• • Improved tools and process for forces to respond 
quickly and effectively against any potential threat.

• • Enhanced coordination between multiple agencies 
and stakeholders for an integrated and sophisticated 
smart border management.

5.1.  Access to technology

5.2.  Research and development (R&D)

5.3.  Emerging technologies
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• • Analytics and blockchain technologies can 
revolutionize the supply chain management 
system by creating diagnostic tools for fleet / 
equipment management, ammunition management 
(manufacturing – storage – replenishment) and 
inventory management. 

• • Cognitive analytics with behavior prediction using AI/
ML is an essential tool for the decision makers in the 
defence forces.

In relation to the drones, apex security R&D organizations 
like the DRDO labs and BPR&D are taking up R&D 
and technology aggregation projects. However, these 
projects could be given a further boost to support wider 
participation from the private sector. UAV and counter-
UAV technology is listed under the Make in India program 
however, major industry participants are from outside 
the country. Early guidelines from the government will 
help indigenous manufacturers to plan their technology 
roadmap and hence increase their share of pie when the 
market opens for the procurement of these systems.
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Acronym Term

ACE Automated Commercial Environment 

ACI Advance Commercial Information 

AED Automated Export System 

AF Assam Riffles 

AI Artificial Intelligence

ARIA Asia Reassurance Initiative Act 

BADP Border Area Development Programme 

BBIN Bangladesh, Bhutan, India and Nepal 

BCIM Bangladesh, China, India, Myanmar 

BGF Border Guarding Force 

BOP Border Out Post 

BPR&D Bureau of Police Research and Development

BRO Border Roads Organisation 

BSF Border Security Force 

BUILD Better Utilization of Investments Leading to Development Act 

C4ISTAR
Command, Control, Communications, Computers, Information/Intelligence, Surveillance, Target 
Acquisition and Reconnaissance 

CAGR Compounded Annual Growth Rate 

CBC Cross-Border Cooperation 

CBEC Central Board of Excise & Customs 

CBP U.S. Customs and Border Protection 

CBSA Canada Border Services Agency 

CIBMS Comprehensive Integrated Border Management system 

CMPF Central Marine Police Force 

CPS Coastal Police Stations 

CRPF Central Reserve Police Force 

CSS Coastal Security Scheme 

C-TPAT Customs-Trade Partnership Against Terrorism 

D4R2 Deter, Detect, Discriminate, Delay, Response, Recover 

DHS U.S. Department of Homeland Security 

Abbreviations
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Acronym Term

DoBM Department of Border Management 

DRDO Defence Research & Development Organisation 

ECBI Empowered Committee on Border Infrastructure 

ECTC European Counter Terrorism Centre 

EEZ Exclusive economic zone 

ENI European Neighbourhood Instrument 

EoDB Ease of Doing Business 

EU European Union 

FDI Foreign Direct Investment 

FEE Foreign Exchange Earnings 

FIIs Foreign Institutional Investments 

FPIs Foreign Portfolio Investments 

FTA Foreign Tourist Arrival 

GDP Gross Domestic Product 

GoI Government of India 

IBB India-Bangladesh Border 

IBhB India-Bhutan Border 

IBL International Border Line 

ICB India-China Border 

ICG Indian Coast Guard 

ICP Integrated Check Post 

iDEX Innovations for Defence Excellence 

IIT Indian Institute of Technology 

IMB India-Myanmar Border 

INB India-Nepal Border 

IoT Internet of Things

IPB India-Pakistan Border 

ISRO Indian Space Research Organisation 

ITBP Indo - Tibetan Border Police Force 

J&K Jammu & Kashmir 

LAC Line of Actual Control 
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Acronym Term

LCS Land Custom Stations 

LNG Liquified Natural Gas 

LoC Line of Control 

LORROSs Long-Range Reconnaissance and Observation Systems 

LPAI Land Ports Authority of India 

MEA Ministry of External Affairs 

MHA Ministry of Home Affairs 

ML Machine Learning

MPTI National Marine Police Training Institute 

MSME Micro, Small and Medium Enterprises 

NAFTA North American Free Trade Agreement 

NCETIS National Centre of Excellence in Technology for Internal Security 

NCSMCS National Committee for Strengthening Maritime and Coastal Security 

NGO Non-government organisation 

NHAI National Highways Authority of India 

NHIDCL National Highways and Infrastructure Development Corporation Ltd 

NVD Night-vision device 

PIDS Perimeter Intrusion Detection System 

PPP Public private partnerships 

PPP Purchasing power parity 

R&D Research & Development 

RIB Rigid Inflatable Boat 

RLS Radio local system 

RTS Radio Trunk System 

SBInet Secure Border Initiative Network 

SSB Sashastra Seema Bal 

ToT Transfer of Technology 

UAS Unmanned aircraft systems 

UNCLOS United Nations Convention for the Law of the Sea 

UT Union territories 

WTO World Trade Organisation 
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FICCI has many specialised committees where key 
concerns of the industry are debated and discussed with 
the specific aim of presenting the recommendations to the 
Government for favourable decisions. 

Considering internal security is the backbone of growth 
and overall development of the nation, FICCI has 
constituted a Committee on Homeland Security (HLS), 
which is working towards bridging the gap between 
policing and technology. 

Some of the focus areas: 

SMART Policing: FICCI has instituted the first ever SMART 
Policing Awards in India for best practices in SMART 
Policing, with the objective to promote initiatives taken 
by the Police for safety and security of Indian citizens. 
This can change public perception and build positive and 
progressive image of the police among people. FICCI 
SMART Policing Awards provide a platform to police 
officials across India to learn from the experiences of other 
states and also for possible adoption of the best practices 
to further enhance policing in their respective states.

Police Modernisation: FICCI is working towards bridging 
the gap between policing and technology. We engage with 
various enforcement agencies and provide them a platform 
to interact with industry, to articulate their requirements 
and to understand new technologies for security. This 
initiative is under our umbrella theme of  
“Modernisation of India’s Internal Security Mechanism”. 

Smart Border Management: FICCI is working towards 
addressing the emerging challenges faced by India in smart 
border management, by bringing stakeholders together 
to discuss how India can create smart borders that, on 
the one hand, allow enhanced trans-border movement 
of peoples, goods and ideas, and on the other, minimise 
potential for cross-border security challenges.

Policy for Public Procurement in Internal Security: FICCI 
is working towards advocacy for bringing well-defined 
procedures for fair and transparent procurement of 
security products and solutions, so as to provide level 
playing field to the industry. Although the Central Armed 
Police Forces (CAPFs) and State Police Forces are guided 
by the same policies and guidelines for public procurement 
as other government organizations, the nature and 
requirements of public procurement process for police 
forces is different from that of the general government 
departments. FICCI has provided policy inputs to the 
Government of India for numerous challenges in regard 
to procurement by Internal Security forces, in the areas 
of policies and regulations, processes, technological 
advancements and capacity-building. 

Cyber Crime Management: FICCI has initiated working 
towards promoting development and implementation, of 
systems and concepts to combat cyber-crime as well as 
improve cyber security.

Road Safety: United Nations has proclaimed 2011-20 as 
the Decade of Action on Road Safety. FICCI feels that the 
Indian Industry can play a significant role in addressing the 
issue of road safety. 
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